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Email Recovery:

In the event of email being hacked or forgotten password:

e Change password.
e Contact server provider.

Tips for prevention:

v Do not use personal emails.

v Change password at least every 3-6 months.

v Do not share personal data via email unless necessary to complete any contracts.
v Use one team member to share important passwords in case of an emergency.

v' In order not to share personal email addresses in group correspondence, use BCC.

Website Recovery:

e Contact admin.

Personal Data:

e Use designated team member to retrieve any passwords forgotten.
¢ |n the event of equipment being stolen or lost, inform the police.

e Inform relevant persons of loss of personal data as per GDPR policy.
e Use secondary devices to retrieve information.

Tips for prevention:

v’ Password protect personal computers.

v Update settings to add sleep mode to your personal computers.

v Keep personal computers, USB’s external hard drives and paperwork behind lock
doors and/or cupboards.

Encrypt files with personal data

Keep firewalls up to date. AVG is free.

Destroy paper copies no longer needed.

Paper copies are to be kept safe where reasonably possible.
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